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Digital signal transmission with cascaded heterogeneous chaotic systems
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A new chaos based secure communication scheme is proposed to transmit digital signals by combining the
concepts of chaotic-switching and chaotic-modulation approaches. In this scheme two heterogeneous chaotic
circuits are used both at the transmitter and receiver modules. First a binary message signal is scrambled by
two chaotic attractors produced by a set of chaotic syst&us1) of the drive module. The so produced small
amplitude scrambled chaotic signal is further directly injected or modulated by different chaotic $iste?h
within the drive module. Then the chaotic signal generated by this second chaotic system No. 2 is transmitted
to the response module through the channel. An appropriate feedback loop is constructed in the response
module to achieve synchronization among the variables of the drive and response modules and the binary
information signal is recovered by using the synchronization error followed by low-pass filtering and thresh-
olding. Simulation results are reported in which the quality of the recovered signal is higher and the encoding
of the information signal is potentially secure. The effect of perturbing factors like channel noise and noniden-
tity of parameters are also considered.
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[. INTRODUCTION smaller than the time to entrain each of the states. Finally, for
the fourth case, for chaotic parameter modulation, the secure
Recently, many studies have shown the possibility of syncommunication scheme that detects the self-synchronization
chronizing chaotic systems and its potential usefulness igrror of the receiver caused by intentional parameter pertur-
secure communicatiojd—27]. The most frequently studied bations in the transmitter. Further this approach has been
chaos synchronization schemes can in general be classifi€tended by using suitable adaptive controll24,25. In
as(i) conventional synchronizatiofCS) [13,15—-17 and (ii) the case of chaotic-switching method of a chaos based secure
generalized synchronizatiofGS) [15,17,2. Recently in ~communication, it has been shown that it has a low level of
Refs.[19,22,23 the concept of synchronization and commu- Security because one can extract the encoded digital informa-
nication through compound chaotic signal generated usin§on signal from the transmitted chaotic signal by using dif-
encryption key functionbave been reported. In these ap- ferent unmasking techniqué26,27. However, to overcome
proaches both CS and GS are used where alflitive system the problem of unmasking the informating message from the
variables are combined suitably to produce a compound ch&haotic carrier generated from thehaos-shift-keyingor
otic drive 5igna| to drive theesponse SysterBased on the Chaotic-switchingscheme based transmitter system, in this
above synchronization schemes, in typical communicatioPa@per, a new approach has been adapted in which the
systems the information to be transmitted is carried from th&haotic-switchingand thechaotic-modulatiortechniques are
trasmitter to the receiver by a chaotic signal through an anacombined suitably by exploiting the potentials of heteroge-
log channel. The decoding of the information signal in theneous chaotic systeni&8]. Using this approach the encod-
receiver can be carried out by means of eitfsgmchroniza-  ing of digital information signal can be made potentially se-
tion) coherent orwithout synchronizationnoncoherent de- Cure.
modulation schemef21]. Following these approaches, the
reported secure communication methods may be classified
as: chaotic masking [2,4,7-9,16, chaotic modulation
[6,9,14,18,19,2P chaotic switching[3-5,10,16, and cha- In the present scheme the CS approach is used and a set of
otic parameter modulatiofi3,4,9,1Q. In the first case, the cascaded heterogeneaie®mprising of nonautonomous and
message is just added to the chaotic carrier signal. In thautonomoup chaotic systems are considered both in trans-
second case the message is not just added to the carrier buitter module and receiver module. The block diagram of
the carrier is modulated by the information signal. In boththe present communication scheme is depicted in Fig. 1. It
cases, the intensity of the message must be small enough itecludes a transmitter module, a receiver module, and a com-
avoid detection in the time or frequency domains. In the thirdmunication channel between them. In the transmitter module,
case, chaos switching is based on the requirement of twdepending upon the digital message signal level, a scrambled
distinct chaotic attractors for bits “1” and “0.” The receiver chaotic signal is produced from the first chaotic system No.
has two replicas of the transmitting systems, each one det. Then a small amplitude version of this scrambled chaotic
signed for detecting either a bit 1 or 0. In this scheme, the bisignal generated from this first system is cascadingly en-
rate is smaller because the period of modulation cannot beoded by the second chaotic system No. 2. Thus a kind of
nonlinear information mixing is achieved within the trans-
mitter chaotic module by utilizing two entirely different
*Email address: kmurali@ns.annauniv.edu types of chaotic systems. The advantage here is that the

II. PROPOSED SECURE COMMUNICATION SCHEME
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23=03(d(1),2,,23), (@)

where system No. Iconsists two independant chaotic sys-
tems(nonautonomous systejrand system No. 2s another
heterogeneous chaotic systéautonomous systemn Egs.
(1)—(7), f1(t) and f,(t) are the external periodic driving
signals,v(t)=x; or y; whens(t)=0 (ON) or 1 (OFF), re-
spectively,s;(t)=pv(t) andd(t)=2z;+s,(t). Heres(t) is
the actual digital information signas;(t) is the small am-
plitude scrambled chaotic signal generatedspgtem No. 1
which is further modulated withisystem No. 2Also, p is
the control (intensity) parameter forv(t) and d(t) is the

‘ actual transmitted chaotic signal to the receiver module from
dw transmitter moduleSystem No. Zepresents the two sub-
systems configuration of amutonomous chaotic system
[14,18,29. We have in fact explicitly shown numerically the

i applicability of this kind of setup in the following discus-
sions. By establishing the concept of chaos synchronization
through drive-responsdormalism, then by considering the
FIG. 1. Schematic diagram showing the digital signal transmis+eceiver-moduleequations as

sion scheme using cascaded heterogeneous chaotic systems. HereReceiver moduleSystem No. 1:
s(t) is the digital information signati(t) is the transmitted chaotic
signal,v,(t) =(d(t) —z;,)/p is the regenerated chaotic signal, and ylr: f1(Y1r,Yor) + €l (1) =Yy, ], (8)
r(t) is the recovered information signdk(t), f,(t), andfs(t) are
the local periodic drives used for the nonautonomous chaotic sys-
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tems. LPF is thdow-pass filterand TD is thethreshold detector Yar=To(Y1rYor) +Ta(0), ©)
Here x1=xq1, y1=Yyi, X2=X,, y2=Y,, z1=2z,, z2=17,, z3
=23, YL, =Y11, ¥Y2,=Yor, Z1,=2y, 22,=25,, andz3,=2;, . SyStem No. 2:

.er: 91(Z1r 4 Z2r 1 231), (10
small amplitude chaotic signal of system No. 1 is now _
masked by the chaotic signal of system No. 2 and transmitted Zor = 0o(d(1), 25, 1 Z3,), (1)
through the channel to the receiver module. So the actual
transmitted chaotic signal now masks only the chaotic signal Za, = 03(d(1), 2oy ,23,), (12)

generated by system No. 1. Due to the usage of cascaded

heterogeneous chaotic systems at the transmitter module, tighere Eqs(10—(12) are copies of Eqs5)—(7), which are
scrambled chaotic signai(t) is potentially as well as se- driven by the transmitted chaotic sigri(t). Also Eqgs.(8)
curely masked by the chaotic signal generated by the systeghd (9) are the replica of Eqs3) and (4), which are then
No. 2. driven by v,(t)=(d(t)—2z,,)/p through one-way coupling
The presently suggested method of signal transmissiof 1,30, Heree, is the one-way coupling parameter. If the
using chaos synchronization can be described as follows. Lehaximal Lyapunov exponentgonditional Lyapunov expo-
us consider the following form of the transmitter-module nentg of Egs.(10)—(12) and (8) and (9) are negative under

equations: the influence of the chaotic signd(t) andv,(t), respec-
Transmitter moduleSystem No. 1: tively, then |zy, —z;|—0, |Zor— 25| —0, |z5,— 23] —0, |y1,
, —vy41|—0, and|y,, —y,|—0, for t—c. Although the condi-
X1= F1(X1,X2), (1) tional Lyapunov exponents generally guarantee synchroniza-
tion in the case of identical, noiseless systems, they do not
Xo="f(X1,%p) + f1(1), (2)  guarantee robust synchronizati8i,32.

In this scheme, the synchronization error between B)s.
3 and(9) and(1)—(4) is denoted ag(t)=[yy,—v,(t)]% The
message signal(t) can be further recovered froe(t) by
using low-pass filtering and by applying suitable threshold-

Y1:f1(Y1vY2),

Yo="fa(y1,y2) +fa(1), (4) ing [3.4].
System No. 2:
IIl. NUMERICAL EXPERIMENTS
21=01(21,2,23), (5) To illustrate the performance of the above scheme, as a
_ test case, we have used the well-known Chua’s cil@dt
Z,=05(d(t),2,,23), (6) for the autonomous chaotic systerand the Murali-
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FIG. 2. Basic attractors of the chaotic systefas Chaotic attractor iny;-y,) plane of the MLC circuifEgs.(15) and(16)] for encoding
0 (F»,=0.17).(b) Chaotic attractor inX;-x,) plane of the MLC circuifEqgs.(13)—(14)] for encoding 1 F;=0.11).(c) Chaotic attractor in
(z1-2,) plane ofsystem No. Zhua's circuit{Egs.(17)—(19)] for «=10.0 andB=14.87. All other paramters are fixed as in the text. Here
X1=Xq, X2=X,, Y1=Yy,, y2=Y,, z1=24, andz2=1z,.

Lakshmanan-ChuaMLC) circuit [33] for the nonautono- oy _
mous chaotic systerhoth at the transmitter and receiver Yar=Yar = QoY1) & 0D Y1), 20
modules. However, one can as well use different lower- or o Y1 +Easin(ot) 21)
higher-order chaotic or hyperchaotic models also as system Yor == 0¥or— Yo T Fa SNl
No. 1. For the present case, the system operation is describg@,stem No. 2:
by the following set of equations:

Transmitter moduleSystem No. 1:

: 21 = a(Zoy— 21, — 91(24,)), 22)
X1 =Xo— Go(Xy), (13 1r or— 217~ 01(21,)) (
Xp= — 0X,— X1+ F1 sin(wt), (14) 20 =d(t)— 2y + 23, , 23)
Y1=Y2—9a(Y1), (195 _
. 23, = — Bz . (249)
Yo=—0Y,— Y1+ Fysin(et), (16)

Under the influence ofi(t) and for suitable value of the
System No. 2: coupling parametee, = 1.3, the receiver system'’s variables
synchronize with the transmitter system’s variables. In par-
oo o ticular thesystem No. bf the receiver modulEEgs.(20) and
= , 1 . ; . .
2= a(Z2= 21 01(21) (7 (21)] will be synchronized with the trasmitt€Eqgs. (15) and

(16)] at bit 0. For simulation, we have assumed all the local

z;=d(t) ~ 2, + 7, (18)  periodic drive signa[F, sin(t), F sin(wt), F3sin(t)] are
' all in phase. However, suitable synchronization schemes for
Z3=—B2,, (19 nonautonomous cases can be implemented when the periodic

drives are considered as out-of-phase conditicd)2(. The

where g,(z)=b;z+0.5(@;—b;)(|z+1|—|z—1]), g.(x) significance of the present type of encoding is that the
=b,x+0.5(@,—b,)(|x+1|—|x—1|), and a,=—1.27, b,  scrambled chaotic signal;(t) is not only added just to a
=-0.68, a,=—1.02, b,=—-0.55, ¢=1.015, w=0.75, « chaotic carrier but it also simultaneously drives the transmit-
=10.0, and3=14.87. From Eqs(13) and(14) and(15) and  ter dynamical system No. 2. Such an encoding procedure
(16) (system No. 1 one can generate two different chaotic ensures potential security and also avoids the typical distor-
attractors to encode 1 and 0, respectively. The paramter fdion errors that occur in almost all previous communication
encoding 1 isF;=0.11. The parameter for encoding 0 is schemes based on chaos synchronizgfoh9,23.
F,=0.17. These two sets of paramters generate two different By employing this scheme, the digital signal is recovered
chaotic attractors as shown in FiggaRand 2b). For the at the response systef&gs. (20)—(24)] with v, (t)=[d(t)
system No. 2, a double-scroll-type chaotic attractor as de=z;,]/p. Figure 3 shows the numerical simulation results.
picted in Fig. Zc) is used as basic mode for further investi- Figure 3a) shows the binary message sigrst). Figure
gations. In Eqs(17)—(19), d(t) =z;+s4(t), s.(t)=pv(t), 3(b) shows the scrambled chaotic signdlt) generated by
v(t)=x4, or y; when s(t)=1 or 0, respectively, angp  the chaotic system No. [Egs.(13)—(16)]. If s(t)=1 (ON)
=0.1. Then the receiver-module equations are represented #®enuv(t)=x;. If s(t)=0 (OFP thenv(t)=y;. Figure 3c)

Receiver moduleSystem No. 1: shows the actual transmitted chaotic sigdél) =z, +s,(t).
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Figure 3d) shows the synchronization error of the MLC cir- masking another chaotic signa{(t), thus enchancing the
cuit at the receivefEgs. (20) and (21), ¢,=1.3, F3=0.17] potential security of the information signal transmission.
corresponding the(t)=0. We can easily use low-pass fil-  In order to study the robustness of the present synchroni-
tering and thresholding to decode or recover the binary mesation scheme in recovering the information signal, we have
sage signal(t) =s(t) from the error signald) as depicted in  considered the influence of channel noigg) to the trans-
Fig. 3(e). Figure 4 depicts the power spectrum of the low- mitted chaotic signal. Now the transmitted signal through a
amplitude chaotic signa, (t) and the actual transmitted sig- noisy channel corrupted with additive white Gausian noise
nal d(t) through the channel from the transmitter module.(AWGN) is represented ad(t) + #(t), where 5(t) is the
From the power spectrum, it is evident that from the chaotiAWGN of zero mean with correlation function
signal d(t) it is difficult to decipher the information signal (#(t),7(t'))=2Dé&(t—t") [23]. HereD is the noise inten-
s(t) because the transmitted chaotic sigdél) is actually  sity level. Figure 5 depicts the influence of channel noise and
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=20} ]
_25 | 1 1 | | |
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FIG. 4. Power spectrum of the low-amplitude
chaotic signak; (t) (a), transmitted chaotic signal
0 . T T T T T d(t) through the channdb).
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the recovered information signe{t) for the noise intensity ~mitter and receiver modules. Therefore, one has to consider
level D=0.01. To estimate the system performance undethe case of a slightly different receiver-module system than
additive channel noise, simulations are done to examine thiénat of the transmitter-module system, by introducing small
signal-to-noise ratigSNR) on the probability of bit error or parameter mismatcknonidentity of parameteysFigure 7
bit error rate(BER) [21] as shown in Fig. 6. As expected, the shows the relationship between BER versus the percentage
error rate decreases with increase in the value of $i83. of parameter mismatch i, B, o, ande, of the receiver
On other hand, it is equivalent to saying that a decrease imodule equations. One finds that a slight mismatch
noise results in a decrease in error rate. The general error rae:0.6%) in the above parameters introduces small distor-
is low and thus, the system is feasible. tions (like in Fig. 5) in the error signak(t), which can fur-
Also a typical perturbing factor that decrease the commuther be removed by suitable filtering and thresholding to pro-
nication quality is the nonidentical parameters of the transduce the recovered digital information signal. However large

0.5 T T T T T T T T T

FIG. 6. BER under additive white Gaussian
noise in the channel. Here log 10 (BERJog;q

ot
(BER).

log10(BER)

=3}
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deviation of even one receiver parameter with respect to theesponse modules is achieved. Further, the binary message is
corresponding transmitter parameter leads to complete delecoded by using the synchronization error followed by low-

synchronization signal at the receiver output. pass filtering and suitable thresholding. Due to the present
scheme of encoding the message signals with cascaded het-
V. CONCLUSION erogeneous chaotic systems through a kind of nonlinear in-

formation mixing, security of the transmitted signal is poten-

We have presented a procedure of achieving a potentiallyf|ly enhanced. The effect of perturbing factors on the
secure digital signal transmission using cascaded heteroggansmission quality is investigated. It is shown that up to a
neous chaotic systems. By considering two different chaoticetain level of channel noise intensity and parameter mis-
systems both in the transmitter and receiver modules, accord 1.1 the signal recovery is possible after performing suit-
ing to the digital message, suitable scarmbled chaotic sign ble fiitering and thresholding operations
is produced by the set of first chaotic systems. A small am- '
plitude scrambled chaotic signal from this first system is fur-
ther cascadingly encoded by the second chaotic system
within the drive module. The chaotic signal generated from
the second system of the drive module is then transmitted to
the response module through an analog channel. By con- This work was carried out by using the computational
structing an appropriate feedback loop in the response modacilities of The Institute of Mathematical Sciences, Chennai,
ule, synchronization among the variables of the drive andndia.
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