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Digital signal transmission with cascaded heterogeneous chaotic systems

K. Murali*
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~Received 8 April 2000; revised manuscript received 21 August 2000; published 27 December 2000!

A new chaos based secure communication scheme is proposed to transmit digital signals by combining the
concepts of chaotic-switching and chaotic-modulation approaches. In this scheme two heterogeneous chaotic
circuits are used both at the transmitter and receiver modules. First a binary message signal is scrambled by
two chaotic attractors produced by a set of chaotic systems~No. 1! of the drive module. The so produced small
amplitude scrambled chaotic signal is further directly injected or modulated by different chaotic system~No. 2!
within the drive module. Then the chaotic signal generated by this second chaotic system No. 2 is transmitted
to the response module through the channel. An appropriate feedback loop is constructed in the response
module to achieve synchronization among the variables of the drive and response modules and the binary
information signal is recovered by using the synchronization error followed by low-pass filtering and thresh-
olding. Simulation results are reported in which the quality of the recovered signal is higher and the encoding
of the information signal is potentially secure. The effect of perturbing factors like channel noise and noniden-
tity of parameters are also considered.
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I. INTRODUCTION

Recently, many studies have shown the possibility of s
chronizing chaotic systems and its potential usefulness
secure communications@1–27#. The most frequently studied
chaos synchronization schemes can in general be class
as~i! conventional synchronization~CS! @13,15–17# and~ii !
generalized synchronization~GS! @15,17,22#. Recently in
Refs.@19,22,23# the concept of synchronization and comm
nication through compound chaotic signal generated us
encryption key functionshave been reported. In these a
proaches both CS and GS are used where all thedrive system
variables are combined suitably to produce a compound
otic drive signal to drive theresponse system. Based on the
above synchronization schemes, in typical communica
systems the information to be transmitted is carried from
trasmitter to the receiver by a chaotic signal through an a
log channel. The decoding of the information signal in t
receiver can be carried out by means of either~synchroniza-
tion! coherent or~without synchronization! noncoherent de-
modulation schemes@21#. Following these approaches, th
reported secure communication methods may be class
as: chaotic masking @2,4,7–9,16#, chaotic modulation
@6,9,14,18,19,22#, chaotic switching@3–5,10,16#, and cha-
otic parameter modulation@3,4,9,10#. In the first case, the
message is just added to the chaotic carrier signal. In
second case the message is not just added to the carrie
the carrier is modulated by the information signal. In bo
cases, the intensity of the message must be small enoug
avoid detection in the time or frequency domains. In the th
case, chaos switching is based on the requirement of
distinct chaotic attractors for bits ‘‘1’’ and ‘‘0.’’ The receive
has two replicas of the transmitting systems, each one
signed for detecting either a bit 1 or 0. In this scheme, the
rate is smaller because the period of modulation canno
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smaller than the time to entrain each of the states. Finally,
the fourth case, for chaotic parameter modulation, the se
communication scheme that detects the self-synchroniza
error of the receiver caused by intentional parameter per
bations in the transmitter. Further this approach has b
extended by using suitable adaptive controllers@24,25#. In
the case of chaotic-switching method of a chaos based se
communication, it has been shown that it has a low leve
security because one can extract the encoded digital infor
tion signal from the transmitted chaotic signal by using d
ferent unmasking techniques@26,27#. However, to overcome
the problem of unmasking the informating message from
chaotic carrier generated from thechaos-shift-keyingor
chaotic-switchingscheme based transmitter system, in t
paper, a new approach has been adapted in which
chaotic-switchingand thechaotic-modulationtechniques are
combined suitably by exploiting the potentials of heterog
neous chaotic systems@28#. Using this approach the encod
ing of digital information signal can be made potentially s
cure.

II. PROPOSED SECURE COMMUNICATION SCHEME

In the present scheme the CS approach is used and a s
cascaded heterogeneous~comprising of nonautonomous an
autonomous! chaotic systems are considered both in tra
mitter module and receiver module. The block diagram
the present communication scheme is depicted in Fig. 1
includes a transmitter module, a receiver module, and a c
munication channel between them. In the transmitter mod
depending upon the digital message signal level, a scram
chaotic signal is produced from the first chaotic system N
1. Then a small amplitude version of this scrambled chao
signal generated from this first system is cascadingly
coded by the second chaotic system No. 2. Thus a kind
nonlinear information mixing is achieved within the tran
mitter chaotic module by utilizing two entirely differen
types of chaotic systems. The advantage here is that
©2000 The American Physical Society17-1
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small amplitude chaotic signal of system No. 1 is no
masked by the chaotic signal of system No. 2 and transmi
through the channel to the receiver module. So the ac
transmitted chaotic signal now masks only the chaotic sig
generated by system No. 1. Due to the usage of casc
heterogeneous chaotic systems at the transmitter module
scrambled chaotic signalv(t) is potentially as well as se
curely masked by the chaotic signal generated by the sys
No. 2.

The presently suggested method of signal transmis
using chaos synchronization can be described as follows.
us consider the following form of the transmitter-modu
equations:

Transmitter module:System No. 1:

ẋ15 f 1~x1 ,x2!, ~1!

ẋ25 f 2~x1 ,x2!1 f 1~ t !, ~2!

ẏ15 f 1~y1 ,y2!, ~3!

ẏ25 f 2~y1 ,y2!1 f 2~ t !, ~4!

System No. 2:

ż15g1~z1 ,z2 ,z3!, ~5!

ż25g2„d~ t !,z2 ,z3…, ~6!

FIG. 1. Schematic diagram showing the digital signal transm
sion scheme using cascaded heterogeneous chaotic systems
s(t) is the digital information signal,d(t) is the transmitted chaotic
signal,v r(t)5„d(t)2z1r…/p is the regenerated chaotic signal, a
r (t) is the recovered information signal.f 1(t), f 2(t), and f 3(t) are
the local periodic drives used for the nonautonomous chaotic
tems. LPF is thelow-pass filterand TD is thethreshold detector.
Here x15x1 , y15y1 , x25x2 , y25y2 , z15z1 , z25z2 , z3
5z3 , y1r5y1r , y2r5y2r , z1r5z1r , z2r5z2r , andz3r5z3r .
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ż35g3„d~ t !,z2 ,z3…, ~7!

where system No. 1consists two independant chaotic sy
tems~nonautonomous systems! and system No. 2is another
heterogeneous chaotic system~autonomous system!. In Eqs.
~1!–~7!, f 1(t) and f 2(t) are the external periodic driving
signals,v(t)5x1 or y1 whens(t)50 ~ON! or 1 ~OFF!, re-
spectively,s1(t)5pv(t) and d(t)5z11s1(t). Here s(t) is
the actual digital information signal,s1(t) is the small am-
plitude scrambled chaotic signal generated bysystem No. 1,
which is further modulated withinsystem No. 2. Also, p is
the control ~intensity! parameter forv(t) and d(t) is the
actual transmitted chaotic signal to the receiver module fr
transmitter module.System No. 2represents the two sub
systems configuration of anautonomous chaotic system
@14,18,29#. We have in fact explicitly shown numerically th
applicability of this kind of setup in the following discus
sions. By establishing the concept of chaos synchroniza
through drive-responseformalism, then by considering th
receiver-moduleequations as

Receiver module:System No. 1:

ẏ1r5 f 1~y1r ,y2r !1e r@v r~ t !2y1r #, ~8!

ẏ2r5 f 2~y1r ,y2r !1 f 3~ t !, ~9!

System No. 2:

ż1r5g1~z1r ,z2r ,z3r !, ~10!

ż2r5g2„d~ t !,z2r ,z3r…, ~11!

ż3r5g3„d~ t !,z2r ,z3r…, ~12!

where Eqs.~10!–~12! are copies of Eqs.~5!–~7!, which are
driven by the transmitted chaotic signald(t). Also Eqs.~8!
and ~9! are the replica of Eqs.~3! and ~4!, which are then
driven by v r(t)5„d(t)2z1r…/p through one-way coupling
@11,30#. Here e r is the one-way coupling parameter. If th
maximal Lyapunov exponents~conditional Lyapunov expo-
nents! of Eqs.~10!–~12! and ~8! and ~9! are negative unde
the influence of the chaotic signald(t) and v r(t), respec-
tively, then uz1r2z1u→0, uz2r2z2u→0, uz3r2z3u→0, uy1r
2y1u→0, anduy2r2y2u→0, for t→`. Although the condi-
tional Lyapunov exponents generally guarantee synchron
tion in the case of identical, noiseless systems, they do
guarantee robust synchronization@31,32#.

In this scheme, the synchronization error between Eqs.~8!
and ~9! and ~1!–~4! is denoted ase(t)5@y1r2v r(t)#2. The
message signalr (t) can be further recovered frome(t) by
using low-pass filtering and by applying suitable thresho
ing @3,4#.

III. NUMERICAL EXPERIMENTS

To illustrate the performance of the above scheme, a
test case, we have used the well-known Chua’s circuit@29#
for the autonomous chaotic systemand the Murali-

-
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FIG. 2. Basic attractors of the chaotic systems:~a! Chaotic attractor in (y1-y2) plane of the MLC circuit@Eqs.~15! and~16!# for encoding
0 (F250.17).~b! Chaotic attractor in (x1-x2) plane of the MLC circuit@Eqs.~13!–~14!# for encoding 1 (F150.11).~c! Chaotic attractor in
(z1-z2) plane ofsystem No. 2Chua’s circuit@Eqs.~17!–~19!# for a510.0 andb514.87. All other paramters are fixed as in the text. He
x15x1 , x25x2 , y15y1 , y25y2 , z15z1, andz25z2.
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Lakshmanan-Chua~MLC! circuit @33# for the nonautono-
mous chaotic systemboth at the transmitter and receiv
modules. However, one can as well use different lower-
higher-order chaotic or hyperchaotic models also as sys
No. 1. For the present case, the system operation is desc
by the following set of equations:

Transmitter module:System No. 1:

ẋ15x22g2~x1!, ~13!

ẋ252sx22x11F1 sin~vt !, ~14!

ẏ15y22g2~y1!, ~15!

ẏ252sy22y11F2 sin~vt !, ~16!

System No. 2:

ż15a„z22z12g1~z1!…, ~17!

ż25d~ t !2z21z3 , ~18!

ż352bz2 , ~19!

where g1(z)5b1z10.5(a12b1)(uz11u2uz21u), g2(x)
5b2x10.5(a22b2)(ux11u2ux21u), and a1521.27, b1
520.68, a2521.02, b2520.55, s51.015, v50.75, a
510.0, andb514.87. From Eqs.~13! and~14! and~15! and
~16! ~system No. 1! one can generate two different chao
attractors to encode 1 and 0, respectively. The paramte
encoding 1 isF150.11. The parameter for encoding 0
F250.17. These two sets of paramters generate two diffe
chaotic attractors as shown in Figs. 2~a! and 2~b!. For the
system No. 2, a double-scroll-type chaotic attractor as
picted in Fig. 2~c! is used as basic mode for further inves
gations. In Eqs.~17!–~19!, d(t)5z11s1(t), s1(t)5pv(t),
v(t)5x1, or y1 when s(t)51 or 0, respectively, andp
50.1. Then the receiver-module equations are represente

Receiver module:System No. 1:
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ẏ1r5y2r2g2~y1r !1e r„v r~ t !2y1r…, ~20!

ẏ2r52sy2r2y1r1F3 sin~vt !. ~21!

System No. 2:

ż1r5a„z2r2z1r2g1~z1r !…, ~22!

ż2r5d~ t !2z2r1z3r , ~23!

ż3r52bz2r . ~24!

Under the influence ofd(t) and for suitable value of the
coupling parametere r51.3, the receiver system’s variable
synchronize with the transmitter system’s variables. In p
ticular thesystem No. 1of the receiver module@Eqs.~20! and
~21!# will be synchronized with the trasmitter@Eqs.~15! and
~16!# at bit 0. For simulation, we have assumed all the lo
periodic drive signal@F1 sin(vt), F2 sin(vt), F3 sin(vt)# are
all in phase. However, suitable synchronization schemes
nonautonomous cases can be implemented when the per
drives are considered as out-of-phase condition@12,20#. The
significance of the present type of encoding is that
scrambled chaotic signals1(t) is not only added just to a
chaotic carrier but it also simultaneously drives the transm
ter dynamical system No. 2. Such an encoding proced
ensures potential security and also avoids the typical dis
tion errors that occur in almost all previous communicati
schemes based on chaos synchronization@6,19,22#.

By employing this scheme, the digital signal is recover
at the response system@Eqs. ~20!–~24!# with v r(t)5@d(t)
2z1r #/p. Figure 3 shows the numerical simulation resul
Figure 3~a! shows the binary message signals(t). Figure
3~b! shows the scrambled chaotic signalv(t) generated by
the chaotic system No. 1@Eqs. ~13!–~16!#. If s(t)51 ~ON!
thenv(t)5x1. If s(t)50 ~OFF! thenv(t)5y1. Figure 3~c!
shows the actual transmitted chaotic signald(t)5z11s1(t).
7-3
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FIG. 3. ~a! Digital information
signals(t), ~b! scrambled chaotic
signal v(t), ~c! transmitted cha-
otic signal d(t)5z11s1(t), ~d!
synchronization error e(t) of
MLC circuit @Eqs. ~20! and ~21!#
corresponding to 0 (F350.17),
~e! recovered information signa
r (t) from e(t) after low-pass fil-
tering and thresholding withe r

51.3, p50.1. All other param-
eters are fixed as in the text.
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Figure 3~d! shows the synchronization error of the MLC ci
cuit at the receiver@Eqs. ~20! and ~21!, e r51.3, F350.17#
corresponding thes(t)50. We can easily use low-pass fi
tering and thresholding to decode or recover the binary m
sage signalr (t)5s(t) from the error signal~d! as depicted in
Fig. 3~e!. Figure 4 depicts the power spectrum of the lo
amplitude chaotic signals1(t) and the actual transmitted sig
nal d(t) through the channel from the transmitter modu
From the power spectrum, it is evident that from the chao
signal d(t) it is difficult to decipher the information signa
s(t) because the transmitted chaotic signald(t) is actually
01621
s-

-

.
c

masking another chaotic signals1(t), thus enchancing the
potential security of the information signal transmission.

In order to study the robustness of the present synchr
zation scheme in recovering the information signal, we ha
considered the influence of channel noiseh(t) to the trans-
mitted chaotic signal. Now the transmitted signal through
noisy channel corrupted with additive white Gausian no
~AWGN! is represented asd(t)1h(t), where h(t) is the
AWGN of zero mean with correlation function
^h(t),h(t8)&52Dd(t2t8) @23#. HereD is the noise inten-
sity level. Figure 5 depicts the influence of channel noise a
e
l

FIG. 4. Power spectrum of the low-amplitud
chaotic signals1(t) ~a!, transmitted chaotic signa
d(t) through the channel~b!.
7-4



-

DIGITAL SIGNAL TRANSMISSION WITH CASCADED . . . PHYSICAL REVIEW E63 016217
FIG. 5. ~a! Digital information
signals(t), ~b! scrambled chaotic
signal v(t), ~c! transmitted cha-
otic signal through a noisy chan
nel corrupted with AWGN with
noise intensity levelD50.01 and
d(t)5z11s1(t)1h(t), ~d! syn-
chronization errore(t) of MLC
circuit @Eqs. ~20! and ~21!# corre-
sponding to 0 (F350.17), ~e! re-
covered information signalr (t)
from e(t) after suitable low-pass
filtering and thresholding withe r

51.3, p50.1. All other param-
eters are fixed as in the text.
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the recovered information signalr (t) for the noise intensity
level D50.01. To estimate the system performance un
additive channel noise, simulations are done to examine
signal-to-noise ratio~SNR! on the probability of bit error or
bit error rate~BER! @21# as shown in Fig. 6. As expected, th
error rate decreases with increase in the value of SNR~dB!.
On other hand, it is equivalent to saying that a decreas
noise results in a decrease in error rate. The general error
is low and thus, the system is feasible.

Also a typical perturbing factor that decrease the comm
nication quality is the nonidentical parameters of the tra
01621
r
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-
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mitter and receiver modules. Therefore, one has to cons
the case of a slightly different receiver-module system th
that of the transmitter-module system, by introducing sm
parameter mismatch~nonidentity of parameters!. Figure 7
shows the relationship between BER versus the percen
of parameter mismatch ina, b, s, and e r of the receiver
module equations. One finds that a slight mismatc
(,0.6%) in the above parameters introduces small dis
tions ~like in Fig. 5! in the error signale(t), which can fur-
ther be removed by suitable filtering and thresholding to p
duce the recovered digital information signal. However lar
n
FIG. 6. BER under additive white Gaussia
noise in the channel. Here log 10 (BER)5 log10

~BER!.
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FIG. 7. Relationship between BER and pe
centage of receiver parameter mismatch. He
log 10 (BER)5 log10 ~BER!.
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deviation of even one receiver parameter with respect to
corresponding transmitter parameter leads to complete
synchronization signal at the receiver output.

IV. CONCLUSION

We have presented a procedure of achieving a potent
secure digital signal transmission using cascaded heter
neous chaotic systems. By considering two different cha
systems both in the transmitter and receiver modules, acc
ing to the digital message, suitable scarmbled chaotic sig
is produced by the set of first chaotic systems. A small a
plitude scrambled chaotic signal from this first system is f
ther cascadingly encoded by the second chaotic sys
within the drive module. The chaotic signal generated fr
the second system of the drive module is then transmitte
the response module through an analog channel. By c
structing an appropriate feedback loop in the response m
ule, synchronization among the variables of the drive a
z,

g,

ir-

-

ci.
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response modules is achieved. Further, the binary messa
decoded by using the synchronization error followed by lo
pass filtering and suitable thresholding. Due to the pres
scheme of encoding the message signals with cascaded
erogeneous chaotic systems through a kind of nonlinear
formation mixing, security of the transmitted signal is pote
tially enhanced. The effect of perturbing factors on t
transmission quality is investigated. It is shown that up to
certain level of channel noise intensity and parameter m
match, the signal recovery is possible after performing s
able filtering and thresholding operations.
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